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Abstract

The science of encoding secret messages experienced a
breakthrough in the mid-16™ century. To that point the arts and
sciences of writing secret messages had been either a closely
kept knowledge or intertwined with works of engineering, math,
or the occult. This paper reviews one of the most common
forms of ciphers to be documented in period, the substitution
cipher. Through the works of luminaries such as: Leon Battista
Alberti (1467), Giovan Battista Bellaso (1553), Jean Baptiste
Porta (1563), and Blaise de Vigenere (1583), we review the
evolution the substitution cipher from a simple character based
replacement scheme, n-graph or context replacement, and
finally to what would come to be acknowledged as the zenith of
medieval cryptographic achievement, the polyalphabetic cipher.
This paper examines the evolution, strengths, and methods of
period (pre 17" century) cryptographic systems. Finally, we
present a new and novel cryptographic system based on the
application of period techniques.

Keywords: cryptology, cryptography, ciphers, math,
boobies, medieval, science

! For those readers that are familiar with academic
writing and the APA 6.0+ format: This document closely
resembles, and is not entirely indifferent to, but is completely
different from it. I have made a few modifications to the style to
make it more accessible to the general reader. Please accept my
apologies for any confusion, and for the time you have spent in
academia. The struggle is real.



Substitution Ciphers
What they are and how they work

Substitution ciphers provide a simplistic mechanism for
obfuscating messages where a given letter, word, or even a
predetermined message, is replaced with another symbol. In the
most basic form of this technique one letter is simple replaced
with a different letter. Atbash is one of the earliest well
documented examples of this technique being used and has been
identified throughout period (600-1600 AD), to include being
found in the old testament’ (Singh, 1999). In its original form
Atbash simply swapped the first letter of the alphabet with the
last letter of the alphabet. This parity is the reason Atbash is
sometimes referred to as a ‘mirror cipher’3. This type of
enciphering is known as a monoalphabetic as each character

maps to exactly one other character.

2 See Figure 1

3 See Figure 2



Figure 1: Atbash, a period example (Singh, 1999)
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Figure 2: Atbash, substitution key

Alphabets with an even number of characters, a mod 2
= 0, such as ancient Hebrew and modern English, are well
suited to this type of transformation as all characters receive a
cipher value. Asymmetric alphabets may also be employed but
may require modifications such as padding or a known offset to

be used in the same manner as Atbash. Consider a hypothetical



alphabet N consisting of any set of values amounting to N mod
2 = 1, forexample [a, b, c]. Applying the Atbash pattern
to such a set produces a cipher set as follows N[a:=c, b:=b,
c:=a]. This is, obviously, less than optimal as the central
character graph is not enciphered. The modern English
alphabet, based on the classical Latin alphabet, shares the mod 2
characteristic therefore it will be used for the examples and

calculations below.

While the Atbash example is simple to understand, this
concept of encryption or decryption can be applied to any
monoalphabetic system. The Affine ciphers, of which Atbash is
an example of, are ones in which a given letter is mapped to its
numeric equivalent to perform a transformation, encryption,
based on known modifiers (Beutelspacher & Fisher, 1994). This
approach to substitution provides a mathematically sound
mechanism by which a known alphabet may be enciphered.

Atbash adheres to this model as n:=n-1, n+l:=n-2, etc.



This makes it possible to use the known Affine encryption and
decryption functions to describe Atbash in a way that is
functional for extrapolation to other monoalphabetic systems.
This direct substitution system, while simplistic, provides a
generally accessible foundation by which other simplistic
ciphers may be understood. All additive, or Caesar style
(discussed in a later section), shifting cipher systems will use
this basic approach to encryption and decryption (Beutelspacher
& Fisher, 1994). The function we will use for this purpose is as
follows: E(x)=D(x)=((-x mod |N|)+1). You will
immediately notice that the encryption and decryption functions
are the same. These are simplistic examples but understanding
the workings of these basic substitution ciphers is fundamental
to understanding more advanced concepts such as
polyalphabetic cipher systems. This mathematical technique is
applied below to, for the purposes of demonstration, to

introduce this science. Having laid this foundation we will then



explore, in more broad terms, other substation ciphers of note

up to approximately 1600 C.E.

Assume N is a set of integers, starting with
1, which corresponds to the number of

characters in the target alphabet.

E(x) = D(x) = ((-x mod |N|) + 1) (1)
E(1) = ((-1 mod 26) + 1) (2)
E(1) = (25 + 1) (3)
N{1} = N{26} (4)
a=z (5)
D(26) = ((-26 mod 26) + 1) (6)
D(26) = (@ + 1) (7)
N{26} = N{1} (8)
z=a (9)

a=z..2=a (10)



A Brief History

Now that we have established the mathematical
foundation for the operation of the basic substitution cipher we
will examine the application of these techniques in period
ciphers. Fortunately, many of the encipherment techniques
discussed in period literature were clearly established prior to
the first published works on ‘cryptography’, of the early 16th
century. For example: Johannes Trithemius’s Polygraphia
(1518), which is regarded as the first western publication
dedicated to the topic of cryptography, or Jacopo Silvestri’s
Opus Novum (1526) are not shy to refer to ‘ancient’ modes of
encipherment. While it does require additional research to
uncover the point of origin for many of these ciphers, if one can
be clearly identified, the ubiquity of examples referenced in
those early works firmly reestablishes a foundation upon which

advances may be made.



By the mid 16th century cryptography had began to
establish itself as field of science, separate from its often
esoteric ‘European roots’. Notable works of this time, namely
Giovan Battista Bellaso’s La Cifra del Sig (1553) and
Girolamo Cardano’s Subtilitas de Subtilitate rerum (1554)
either expanded upon that foundation by employing more
contemporary methods execution, such as Cardano’s ‘grilles™,
or radically rethinking the encoding mechanisms themselves, as
seen in Ballaso’s breakthrough work on the auto-key

(polyalphabetic) cipher (1553).

Blaise de Vigenére is credited with the invention of the
auto-key cipher in 1586 because early researchers on the topic

were LAZY. The auto-key encipherment approach was one of

* The Cardano Grille is not a substitution cipher but was very
popular with the aristocracy for its simplicity. It also shows that a robust
discussion about the most effective means of effective clandestine
communication was underway in related circles of the time. Cryptography of
the middle ages was a vast and open domain of exploration for the
intellectuals of the day.



the most significant advancements in the field of cryptography
in a thousand years possibly for another thousand years to come
(Gaines, 1956). Vigenere’s primary contribution to this advance
was his popularization of the method (Smith, 1955). Basically
the guy was good at marketing the idea and people were more

receptive to its utility 30 years after Bellaso’s first described it.

By the close of the 16th century numerous advances in
the field of cryptography had been published. While advances
such as the auto-key encipherment mechanism are generally
known to modern scholars there were other advances in the
field that were truly revolutionary for their time. An example of
this can be seen in Francis Bacon’s 1593 description of a
‘bi-literal cipher’. Bacon was far from the first person to use
alternate scripts to conceal messages. This technique was
discussed, in considerable length, prior to the publication of

Polygraphia (see Alberti, 1467; Aenaes, 450 BCE; and others).



However, Bacon’s introduction of the use of bit space to define
complexity and character space (or capacity) laid out the basis
for binary mathematics a full hundred years before Leibniz
1703 ‘Explanation of Binary Arithmetic’. Bacon’s system was
complete to the point that he provided accurate binary
summations for his bi-literal substitution system. It appears that
Bacon’s only fault in his reconing of this system is that he used
‘a’ and ‘b’ rather than ‘1’ and ‘0’ and presented the system as a
means to calculating an enciphered message length rather than

presenting it as a system of arithmetic.



Substitution Ciphers in Operation

Now that we have established the basic working of
substitution ciphers, and provided a historical context for their
study, we will review a selection of substitution ciphers taken
directly from primary sources. The examples shown here are
taken, for the most part, from works dedicated to cryptography,
to ensure that created our sampling is not polluted with
material of questionable origin or utility. There are certain
images where I have chosen to use a modern reproduction for
clarity but citation is provided so that you may, if you were so
inclined, go directly back to the primary source material. Sound
you choose to investigate these sources in further detail then I

humbly offer this advice: “Brush up on your latin first”.

The simplest form which a substitution cipher may take
is that of ‘direct substitution’ (Kahn, 1996). A direct

substitution cipher is one in which one element is replaced for



another, one for one. This can take numerous forms, for
example: letter for letter (a =t), symbol for letter (a = [J),
character/number/symbol for di or tri-graph (th =R, ing = 5),
word/phrase/pattern for letters or sets of letters (a = zig), etc. In
Polygraphia, Trithemius commits the overwhelming majority,
more than 450 pages of the 520 pages of content, of his manual

to documenting many hundreds of variations on this theme.

Some of these, as shown below in figure 3, are fairly
straight forward. In this case we see the application of a
rotational pattern to achieve the desired encryption or
decryption operation. This, as in most cases, relies on a
‘pre-shared key. Trithemius discusses several ways to
communicate this information within the cipher and the options
really are endless. Examples include simply pre-arranging the
key, using the first capitalized letter of the enciphered text,
including the key in some other prearranged location or format,

etc.



Using this ‘Recta Transpositionis Tablua’ we can
encode the message ATLANTIA with the key ‘O’ by moving
down the O column until we encounter the letter A, which
corresponds to the letter L (which is found by moving
horizontally along the row). Using the example ATLANTIA =
LEULZETL. While these cipher methods are simple to use, and
will provide a degree of confidentiality against the casual
observer, they do suffer from two major flaws. These flaws
relate to the most essential features of what constitutes a ‘good’
secret language. First, direct letter substitution ciphers are
obvious in that they ‘are’ trying to avoid disclosing information.
A casual observer may not be able to tell what the contents of
the message are but they know that you don’t want to share, that
is to say: they are not clandestine. Secondly, the ciphers are
subject to the most rudimentary form of attacks, namely

frequency analysis.



Figures 4 and 5 are also taken from Polygraphia and

provide examples of how whole word substitution systems may

be employed in a one to one substitution..
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Figure 3. (Trithemius, 1518)



a Beus a clemens

b Lreato? b clementifiimus
¢ sonditoz c pius
0 Dpifex o pifflimus

¢ Zominus ¢ magnus
f BDominato f excellus

@ onfolaroz g maximus

b #Hrbiter b optimus

i Yudex i fapientiflimus
K Flluminatoz - K inuifibilis

I ‘glinfiratoz - 1 immoztalis
m Xectoz - mcternus
n XNexsilo: u n fempiternus
0 %m eratoz o gloziofis

p Hu toz p foxtiflimus
q $actoz q fanctiflimus
r abzicatoz r incdpaebentibilis

f wonferuatoz i omnipotens

t Bedemptoz t pacificus

v #Hucto? v mifericos

r PUAnceps X mifericozdiflimus
Y Raftoz y cunctipotens
3 ZIPoderatoz 3 magnificus
W 'Faluato v cxceuentiﬂ’un%s

Figure 4. (Trithemius, 1518)



pafel
pafil
pafol
paful
pafar
pafer
pafir

Mera=1oTOSI~N TR MCOACTSD

pafai
y pafei

5 paflj
2v pafol

a'uq _-nganod
e
-
=

foz

.. RO O A TR
=
)
=
=

Figure 5. (Trithemius, 1518)

1333
034
1015
1036

. T

1038
wig

1040

o4t

1042

1043

104 4
I-l'l41
1046

P
O

1050
oSt

1055
(L
1055
1056



One of, if not the, most famous ciphers documented of
the middle ages is that uses by Mary Queen of Scots during the
Babbington Rebelion of 1583 (Smith, 1943). The history behind
this particular cipher is both well documented and terrifically
fascinating. It is a topic on which many books have been

written, and rightfully so.

This cipher captures the imagination for a constellation
of reasons, not least of which is its historical significance. The
cipher symbols are esoteric and yet familiar. The use of
intermixed letter and word substitutions was not entirely novel
but together with intermixed nulls and syntaticall markers such
as for the dowbleth (double letters, the ‘tt’ in letters - for
example) we see a system of substitution which was making use
of a wide variety of techniques. The cipher’s key may be seen in

figure 6.
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Giovanni Battista Della Porta published two books
which were committed to the science of cryptography. De
Furtivia Literarum Notis in 1561 and De Occultus Literarum
Notic in 1593. Both of which were sufficiently popular to
warrant several printings. While the work stood on its own,
Porta’s highly accurate frequency analysis tables made him
something of a celebrity among mathematicians and
cryptographers of his day, as pointed out by Fletcher Pratt in
Secret & Urgent. His work was also exhaustive its

documentation of extant cryptographic systems (Kahn, 1996).

A complete description of the ciphers documented by
Porta would be far beyond the scope of this minor introduction
to medieval cryptography so I have elected to investigate one of
these ciphers, which builds logically on those we have already
discussed. An appendix is provided with selection of various
encryption methods take from the source material, with short

descriptions, for your review.
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In figure 7 we see a scheme where the key, ‘/iterae
clavis’, is used to define which substitution alphabets are to be
utilized in the coding process. This method can be used for both
mono and polyalphabetic substitutions. For example: Using a
key of M can encode the message “Atlantia” as “TARTFAQT.
As you can see, we simply using the single key to select the
substitution set to use, as in previously discussed ciphers.
However, if we define a complex key, such as ‘SEA’ then we
introduce the potential of polyalphabetic substitution that is
almost guaranteed for messages of any substantial length. The
key, which identifies which encoding system to use is repeated
along the length of the entire message. Continuing the previous

example:

ATLANTIA <« Plain text
SEASEASE <« Key
QIYQCQNY <« Encoded message.



Notice that Q is used for the first two instance of the letter A but
not the last, which is encoded to Y. However, the letter Q is also
used for the second instance of T, while the first is encoded to I.
Decoding the message is accomplished through the same

process but in reverse.

QIYQCQNY <« Encoded message.
SEASEASE « Key
ATLANTIA <« Plain text



Conclusion

Thank you for your interest in historic cryptography. In
this short introduction to substitution ciphers we have shown
there basic operation and the mathematical concepts which
underpin the processes of encryption and decryption, a brief
history of, published, western cryptography was presented, and
finally a cross section of substitution ciphers was reviewed to
show how period ciphers, taken directly from primary sources

may be utilized.
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60 different substitution alphabets are described.
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